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Common sense prevails in
post-Brexit data transfers

The Interim Agreement enables seamless data transfers to the
UK while the EU Commission still works on the UK adequacy
decisions. By Lucas Atkin of Greenwoods GRM LLP.

I

t’s not often we see the phrases
“common sense” and “Brexit” in
close proximity, but the UK and
EU have reached a logical interim
solution which sets the stage for
seamless data privacy cooperation in
the future.

In brief, the EU-UK Trade and
Cooperation
Agreement
(the
Agreement):
• provides a sensible and sustainable platform for the continued
Continued on p.3

Five takeaways from the
Experian enforcement action

Ben Sigler and Katie Hewson of Stephenson Harwood LLP look
at the details of the ICO’s enforcement notice on Experian, and
provide guidance for marketeers.

T

he Enforcement Notice follows a two-year investigation
into the direct marketing activities of three credit reference agencies – Experian, Equifax and TransUnion (CRAs).
The CRAs act as data brokers,

enhancing and enriching personal data
held in vast databases of information
about almost every adult within the
UK and trading it for use by the
CRAs’ customers. The ICO found
Continued on p.5

PL&B Resources
• Data Protection Clinic: Book a 30
minute consultation to help
resolve your Data Protection
issues. The clinic will support you
in identifying your key priorities
and much more.
www.privacylaws.com/clinic

• PL&B’s Privacy Paths podcasts at
www.privacylaws.com/podcasts
and from your favourite podcast
directories and apps, including
Apple, Spotify, Stitcher and
Google Podcasts.
• Poland’s DP Law online event p.21
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AI is a rare Brexit winner

The UK wants to be a world leader in AI, and start-ups may be
pleased that the country can now pursue its independent policy.
However, while the deployment of AI systems accelerates, there is a
danger that the general public do not understand how their data is
being used, or why informed consent is not being sought. The House
of Lords has recently issued a report that explores these issues (p.15).
For now, any changes to the UK’s data protection regime will have to
be notified to the Partnership Council as per the EU-UK interim data
protection agreement (p.1). Whilst it is good news for business that
adequacy is still on the cards, with a possible extension of the
Transition period until 30 June on this point, it can be also argued that
the UK may wish to opt out of some of the most onerous GDPR
provisions (p.12).
Now that the UK has left the EU, the UK GDPR applies.
Organisations should now review and update their privacy policies,
for example to describe what data flows take place between the UK
and the EEA (p.14).
The pandemic has also highlighted the importance of data sharing.
The ICO has now issued its new Data Sharing Code which will be
discussed in Parliament later this year (p.8). At EU level, a Data
Governance Act has been proposed to enhance data-driven
innovation by easier data sharing (p.16).
In October last year, the ICO issued its Enforcement Notice on
Experian for some direct marketing-related issues. It may be that the
regulator was seeking different actions than would result from a fine.
Read on p.1 what other organisations should learn from this case.
The role of social media has been in the spotlight regarding President
Donald Trump and the violent events on Capitol Hill. For market
research professionals, using social media intelligence is part of the
job, but the importance of ethics should not be forgotten. Our
correspondent analyses developments over a 20-year period (p.19).

Laura Linkomies, Editor

PRIvACy LAWS & BUSINESS

Contribute to PL&B reports

Do you wish to contribute to PL&B UK Report? Please contact
Laura Linkomies, Editor (tel: +44 (0)20 8868 9200 or
email: laura.linkomies@privacylaws.com) to discuss your idea, or
offer to be interviewed about your organisation’s data
protection/Freedom of Information work.
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Experian... from p.1
that all three CRAs were offering products and services that trade, enrich and
enhance people’s personal data without
their knowledge. The processed personal data was then being utilised for
direct marketing purposes by the CRAs’
customers.
The ICO’s investigation looked at
the CRAs’ offline direct marketing services only (their online services are still
under review by the ICO) and did not
review the CRAs’ use of personal data as
part of their credit referencing functions, but rather focused on their data
broking services.

te^q afa qeb f`l=fabkqfcv ^p
qeb `o^pÛ=a^q^ molqb`qflk
c^firobp\

The investigation culminated in an ICO
report, which analyses data protection
compliance within the direct marketing
data broking sector (Report)1. The
Report did not find that data broking is
inherently incompatible with data protection law, emphasising that “the data
broking sector provides a valuable service to support organisations across the
UK”. However, the Report does highlight that data broking often involves
processing large amounts of personal
data, which is regularly collected for
profiling purposes (including generating
previously unknown information about
data subjects). The ICO acknowledges
that these processing activities generally
occur without appropriate transparency
and in a manner that goes beyond data
subjects’ reasonable expectations. The

supply non-compliant products and
services.
However, while Experian made
changes to its practices, the ICO found
that its processing of personal data in the
context of its marketing services
“remains non-compliant with the data
protection law”. In particular, Experian
was unwilling to issue fair processing
notices directly to affected data subjects
and to cease using credit reference data
for direct marketing purposes, on the
basis that those data subjects already had
the information, or alternatively that to
do so would require disproportionate
effort under the exemption in Article
14(5)(b) of the General Data Protection
Regulation (GDPR).

qeb klqf`bW=te^q albp
bumbof^k e^sb ql al\

The Enforcement Notice2, dated
12 October 2020, gives Experian three
months to:
• clarify and make improvements to
its website privacy policy;
• stop using credit referencing-derived
data for direct marketing purposes,
except those requested by the data
subject; and
• delete data processed on the legitimate interests ground if it had originally been supplied on the basis of
consent.
Further, within nine months
Experian must:
• directly provide a GDPR-compliant
privacy notice by mail or other
acceptable means of communication
wherever Experian obtained data
from a source other than the data

In particular, Experian was unwilling
to issue fair processing notices directly
to affected data subjects.

data subjects’ rights and freedoms
override Experian’s interests, based
on an objective legitimate interests
assessment that has particular regard
to transparency and the intrusive
nature of profiling;
• review the GDPR compliance of the
privacy notices and consent capture
mechanisms of its data suppliers; and
• cease processing any personal data
where there is insufficient evidence it
was collected in a compliant manner.
Since receiving the Notice, Experian
voiced its intention to appeal the conclusions of the investigation to the First
Tier Tribunal (Information Rights).
Nevertheless, until such an appeal is
made and regardless of any potential
ruling, it is worth considering the
impact of the ICO’s decision now.

qeb R=q^hb^t^vpW=te^q `^k tb
ib^ok colj qeb klqf`b\

The Report and Notice are not only relevant to CRAs or other data brokers:
they address topics that are relevant to
any business that makes use of personal
data from third party or publicly available sources. Specifically, the Report and
Notice provide an insight into how processing for “surprising” purposes may
be invisible to the data subjects. This is
particularly relevant for processing
activities that are not automatically
linked to the purpose of collection of the
data, such as direct marketing.
If your organisation is in that position, there are several key takeaways
that may be relevant to you. you may
consider documenting your actions in
light of these takeaways in a Data Protection Impact Assessment (DPIA),
which could set out your assessment of
the information given to data subjects,
the proper lawful basis for processing
their data and the protections in place
for data subjects.
NK= dÉí= Åä~êáíó: understand which
activities constitute processing for
“direct marketing purposes”.
The Notice makes clear that a broad
range of activities constitute processing
personal data for “direct marketing purposes”. Not only does linking attributes
from a modelled marketing segment to a
data subject’s profile qualify; but aggregating data subjects’ data to provide
insights about groups amounts to direct
marketing too. The ICO even considers
Experian’s use of credit referencing data

risk here is “invisible processing”: a type
of processing that is already of particular
concern for the ICO.
As part of its Report, the ICO
assessed and audited the three CRAs
and found systemic and “significant data
protection failures at each company”.
As a result of the ICO’s engagement
work, Equifax and TransUnion voluntarily made significant changes to the
way they handled data, ceasing to

subject (such as public or third-party
sources) – with the limited exception
that it would be disproportionate for
Experian to be required to notify
individuals that it is processing their
collected data from the Open Electoral Register.
If such a notice is not sent to a data
subject, Experian must:
• cease processing their data;
• cease processing personal data where
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on actual or profiled wealth to remove
data subjects from marketing lists to be
processing for direct marketing purposes.
This broad definition of processing
for direct marketing purposes is consistent with the ICO’s draft Direct Marketing Code of Practice (Code) (the final
version of which is still pending) and
should therefore come as no surprise.
Direct marketing purposes under the
Code “include all processing activities
that lead up to, enable or support the
sending of direct marketing”. The Code
sets out clear examples of what might
constitute direct marketing purposes,
including “data cleansing, matching or
screening”. Organisations should also
note that disclosing data to third parties
to facilitate their own direct marketing
will also constitute processing for direct
marketing purposes by both the disclosing organisation and the recipient.
The Report confirms that the final
version of the Code is on its way, which
is likely to provide further detail on the
ICO’s requirements for organisations
that process data for direct marketing
purposes.
OK=bëí~ÄäáëÜ=ä~ïÑìäåÉëë: check your
legal basis for processing for direct marketing purposes.
Gaining clarity of which activities
constitute processing for direct
marketing purposes is important for
establishing the legal basis on which you
undertake that processing. There are
two aspects to this.
The first is emphasised in the Notice,
which highlights that where personal

then processing personal data for direct
marketing purposes is unlawful under
the GDPR without consent.
It follows that consent is likely to be
the appropriate legal basis for a wide
range of activities connected to direct
marketing, both offline and online.
The Report does not say that legitimate interests can never be relied on as
the basis for processing for direct marketing purposes. In fact, where PECR
does not require consent, or data has not
been collected on the basis of consent, it
is likely that legitimate interests may
apply to subsequent processing for
direct marketing purposes. The Report
states that legitimate interests is likely to
be the appropriate basis where data subjects would expect the relevant processing and there is minimal privacy impact,
or where there is a compelling justification for the processing, which emphasises that it is not appropriate in all cases.
However, those undertaking processing
for direct marketing purposes relying on
the basis of legitimate interests should
look closely at any Legitimate Interests
Assessment (LIA) they have undertaken, particularly for profiling using
large data sets and data matching. Where
there is a risk of invisible processing, it
will be particularly important to be able
to justify and defend your reliance on
legitimate interests as the basis for processing.
The ICO made it clear that LIAs
must make an objective assessment of
the applicability of legitimate interests as
a legal basis for processing for direct
marketing purposes. In Experian’s case,

data has been collected by a third party
and shared for direct marketing purposes on the basis of consent, then the
appropriate lawful basis for subsequent
processing for direct marketing purposes will also be consent.
The second relates to online direct
marketing activities (not covered in the
Report or the Notice) – the Code
emphasises that, if consent is required
under the Privacy and Electronic Communications Regulations 2003 (PECR),

where the outcome of the objective LIA
did not favour Experian’s interests, the
ICO has required it to cease processing.
Experian has also been told to delete
any data that was supplied to it in
reliance on the legal basis of consent but
which has since been processed using
legitimate interests as the legal basis.
This was because switching to legitimate
interests would mislead individuals as to
the degree of control they have over
their data and their ability to withdraw

It remains to be seen how big data
aggregators deal with the need
to obtain very granular consents.
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consent. This misrepresentation would
mean that an LIA must necessarily conclude that data subjects’ interests override the controller’s. If your revised LIA
does not stand up to objective scrutiny,
you too may need to cease processing
certain data.
PK= ^äï~óë= îÉêáÑó: do your due
diligence when relying on third party
consents.
Where the consents on which you
are relying have been obtained by a third
party, such as a data broker, you need to
verify those consents, making sure they
cover all of the intended processing
activities which you propose to undertake and meet the requirements for valid
GDPR consent (i.e. that it was freely
given, specific, informed, unambiguous
and revocable).
Although the ICO’s guidance does
not impose a new requirement, it serves
to emphasise the real difficulties of relying on consents that have been obtained
by others as the legal basis for your processing in the context of the broad definition of processing for direct marketing
purposes. These difficulties arise
because any consents obtained to facilitate processing for direct marketing purposes need to be detailed enough to
cover the whole range of processing
which will be undertaken in pursuit of
the proposed direct marketing activities
at a granular level, including the fact that
the data may be shared with you.
It remains to be seen how big data
aggregators deal with the need to obtain
very granular consents to cover all of
their customers’ direct marketingrelated activities. If they are faced with
too many tick boxes, data subjects may
simply suffer from opt-in fatigue. If
required consents are not obtained, it is
clear that there is a risk of regulatory
sanction. Furthermore, data brokers or
others may be exposed to civil claims of
the sort that are currently being brought
against companies such as Oracle and
Salesforce.
QK= _É= íê~åëé~êÉåí: make sure your
privacy notice is sufficiently clear.
The Notice emphasises that the
GDPR does not prohibit the use of publicly available personal data (whether
published by the data subject or in official records) for commercial purposes,
nor is the use of data supplied by third
parties prohibited.
However, where the use of publicly

© 2021 PRIVACY LAWS & BUSINESS
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available or third-party-derived data is
of an unexpected scale or scope, including for analytics or profiling, then it is
particularly important to make sure that
affected data subjects have a proper
understanding of how you use their data
such that they can effectively exercise
their rights. This means setting out
exactly how you use data in your privacy notice, particularly in relation to
any surprising processing and in relation
to the broad range of activities that constitute processing for direct marketing
purposes.
It may assist your review to take into
account the steps that the ICO advised
Experian to take in relation to its privacy notice, which included:
• adding an “at a glance” summary of
its direct marketing processing,
setting out what actual and modelled
attributes Experian processes about
data subjects;
• ensuring that unusual or surprising
processing of information appears
more prominently than in the third
or fourth layer of the privacy policy.
This may include specifying potential uses of information for unexpected purposes, or where someone
is being profiled on the sole basis of
their email address;
• using clearer, everyday language
(avoiding marketing terms such as
“insights”) and including intelligible
information naming which public
data sources are used, and to whom
data might be sold; and
• giving illustrative examples and possible outcomes for data subjects,
including explaining any possible
drawbacks of the data broking activities.
5. _êáåÖ= Ñ~áê= éêçÅÉëëáåÖ= áåÑçêã~J
íáçå=íç=~ííÉåíáçå: make sure data subjects have the required information
about the processing.
Where you process personal data
supplied by third parties, you may have
considered relying on the exemption
that the data subjects already have the
relevant fair processing information, on
the basis that the third party has already
supplied it in its own privacy policy
(Article 14(5)(a), GDPR). In relation to
publicly available personal data, the disproportionate effort exemption in Article 14(5)(b) of the GDPR is also often
applied.
However, the Notice emphasises

that there are common circumstances in
which these exemptions should not be
applied. Experian has been ordered to
provide a GDPR-compliant privacy
notice directly to data subjects wherever
it obtained data from a source other than
the data subject, or to otherwise cease
processing that person’s data. Experian
can provide their privacy notice either
by mail or other acceptable means of
communication but an advertising campaign would not be sufficient.
The ICO made it clear that Experian
could not rely on third parties’ privacy
policies bringing all the necessary fair
processing information to data subjects’
attention. Significant, impactful and
unexpected processing such as profiling
and processing for direct marketing purposes by the CRAs should be actively
brought to data subjects’ attention by
CRAs themselves. Despite this requirement to provide their own privacy
policy, Experian is also required to audit
its third-party suppliers’ privacy notices
to check that they are sufficiently clear
and transparent, particularly in relation
to any “surprising” processing.
It was not held to be appropriate for
Experian to rely on disproportionate
effort either, due to the extensive and
largely invisible nature of the processing
(particularly the combining of public
and non-public data to create marketing
profiles). It follows that in most
instances it would be difficult to justify
relying on disproportionate effort, given
that Experian’s own business model
means it collects and processes large
amounts of data itself.

The ICO’s review of the data broking
sector continues, and it has said that it
intends to carry out “further investigative, engagement and educational work”
to ensure that data brokers’ activities
comply with data protection law. The
ICO has also published guidance for
organisations on making use of data
brokers’ marketing services, which
covers lawful bases, due diligence on
data brokers and transparent processing.
It is notable that the ICO chose to
issue Experian an enforcement notice,
rather than a monetary penalty notice,
as it has recently issued in a number of
high-profile cases (e.g. to British Airways, Marriott, and Ticketmaster), on
the basis that “this is the most effective
and proportionate way to achieve compliance in this case, whilst still having a
dissuasive and informative impact”.
This perhaps reflects a view on the
ICO’s part that concerns regarding systemic processing issues are best
addressed via enforcement notices, by
contrast to security breaches, which it
considers to be better addressed by
fines. Of course, in Experian’s case,
subject to the Notice being upheld on
appeal, the cost of complying with the
enforcement
notice
may
well

Therefore, if you are relying on your
suppliers of personal data to give data
subjects sufficient fair processing information, or you are relying on the disproportionate effort exemption, we
advise you to give careful consideration
to whether you can still justify this in
your circumstances in light of the
Notice. you should also carry out regular reviews of any third-party privacy
notices on which you rely to meet your

significantly outweigh any fine it may
otherwise have received, and may fundamentally challenge its operating
model.
Clearly, the ICO wishes to engage
with the data broking sector in order to
bring about “fundamental changes” to
its personal data processing practices.
Accordingly, those who provide data
broking services, or who use personal
data received from data brokers, should

© 2021 PRIVACY LAWS & BUSINESS
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own transparency obligations.
If your processing activities are in
any way surprising, you may need to do
more to bring them to data subjects’
attention, including by actively sending
privacy notices rather than relying on a
public statement on your website.

illhfkd ql qeb crqrob

The cost of complying with the enforcement notice
may well significantly outweigh any fine it may
otherwise have received, and may fundamentally
challenge its operating model.

g^kr^ov=OMON
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Experian
confirmed
to
PL&B,
11 January, that it has filed an appeal.

on

In October, on receiving the ICO
Enforcement Notice, Brian Cassin, Chief
Executive Officer, said: “We disagree with
the ICO’s decision today and we intend to
appeal. At heart this is about the
interpretation of GDPR and we believe the
ICO’s view goes beyond the legal
requirements. This interpretation also risks
damaging
the
services
that
help
consumers, thousands of small businesses
and charities, particularly as they try to
recover from the Covid-19 crisis.”
“We share the ICO’s goals on the need to
provide transparency, maintain privacy and

therefore review their activities and
keep them under review as the ICO’s
work continues.
The Notice has highlighted the
importance of ensuring transparency
and lawfulness when processing
personal data for the purpose of
offline direct marketing in all sectors,
not just data broking.
Now, as the ICO’s related
investigation into the digital advertising ad-tech sector progresses and

experiAn HAS AppeALed

ensure consumers are in control of their
data. The Experian Consumer Information
Portal makes it very easy for consumers to
fully understand the ways we work with
data and to opt out of having their data
processed if they wish.”
“For more than 30 years, our UK marketing
services business has been helping a
variety of organisations from both the public
and private sector, including many charities.
We use long standing publicly and
commercially available sources to build our
marketing products, such as the edited
Electoral Roll, the UK Census and market
research data.
We develop statistical
models from data to infer insights useful to
businesses and public bodies in order that

they can function more efficiently. We do
not track Internet activity nor do we collect
actual consumer purchases, behavioural
data or actual preferences, nor is there any
location tracking of individuals.”
“The
Covid-19
crisis
has
clearly
demonstrated that data that is managed in
a way that properly protects individual
privacy can be used as a force for good.
Our data has helped local authorities, NHS
Trusts, fire services, food banks, councils
and other major charities to get help and
support to the most vulnerable during the
crisis. Our business data has also been
used by the UK government to plan and
forecast support measures for businesses.”

when the final version of the direct
marketing Code is laid before Parliament, it is likely that we will see more
detailed guidance on how these same

issues of transparency and lawfulness
in data broking apply to the online
direct marketing space.

AutHorS

Ben Sigler, Partner, and Katie Hewson,
Senior Associate, of Stephenson Harwood
LLP.
Emails: Ben.Sigler@shlegal.com
Katie.Hewson@shlegal.com
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ico.org.uk/media/action-wevetaken/2618470/investigation-intodata-protection-compliance-in-thedirect-marketing-data-brokingsector.pdf, issued 27 October 2020.
ico.org.uk/media/2618467/experianlimited-enforcement-report.pdf

ICO publishes new Data Sharing Code of
Practice for Parliament’s approval

The code, issued on 17 December 2020,
has no legal status but the ICO will use
it to assess compliance and it can also be
used in evidence in court proceedings.
Alongside the Code, the ICO has issued
some new tools, including data sharing
checklists.
The ICO submitted the Data Sharing Code of Practice to the Secretary of
State on 17 December 2020. The Secretary of State will now need to lay the
code before Parliament for its approval
as soon as is reasonably practicable.
Once the code has been laid, it will
remain before Parliament for 40 sitting
days. If there are no objections, it will
come into force 21 days after that.
Information Commissioner, Elizabeth Denham, said the Covid-19 pandemic brought the need for fair, transparent and secure data sharing into even
sharper focus.

“I have seen first-hand how sharing
data between organisations has been
crucial to supporting and protecting
people during the response to the
Covid-19 pandemic.”
“That includes public authorities
and supermarkets sharing information
to support vulnerable people shielding
or health data being shared to support
fast, efficient and effective delivery of
pandemic responses.”
The Code includes a useful section
on data sharing in emergency situations.
The ICO says: “Where possible, if you
are likely to be involved in responding
to emergency or critical situations, you
should consider the types of data you
are likely to need to share in advance. As
part of this it would be useful to consider any pre-existing DPIA, and also
refer to your business continuity and
disaster recovery plans. As part of your
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planning, you should bear in mind that
criminals might use a major incident or
crisis as an opportunity to try to obtain
personal data unlawfully. Therefore, the
security measures outlined earlier in this
code still remain relevant and necessary
in times of urgent sharing.”
“As part of your accountability
duty, you should document the action
you took after the event, if you can’t do
it at the time,” the ICO states.
As part of its ongoing work, the
ICO is encouraging organisations that
are developing products and services
that support complex data sharing in the
public interest to apply for its regulatory
Sandbox.

• See ico.org.uk/about-the-ico/newsand-events/news-andblogs/2020/12/ico-publishes-new-datasharing-code-of-practice/
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