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Presentation outline 

• Putting the regulatory requirements into context 

 

• Identify issues and concerns 

 

• How a SYSC 8 compliant contract can help 
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A firm must take reasonable care 
to organise and control its affairs 
responsibly and effectively, with 
adequate risk management 
systems and controls 

Principle 3 of the FCA’s Principles for Businesses 

Summary of the regulatory requirements 
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What is Outsourcing? 

• FCA and PRA include a number of definitions of 
“outsourcing”, but essentially it is: 

• The use of a service provider to provide a service that the firm 

would ordinarily provide itself 

 

• “Material Outsourcing” goes a step further and is 
generally defined by the FCA and PRA as: 

• Outsourcing of certain functions of such importance that 

weakness, or failure, of the services would cast serious doubt 

upon the firm’s continuing satisfaction of its threshold conditions 

or compliance with the FCA’s Principles for Business or the PRA’s 

Fundamental Rules 
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Why it is an issue? 

• Reasons for outsourcing 

• Cost pressures 

• Technical expertise  

• Resource pressures 

• However – Regulators are concerned that 

• Firms may lose control or the outsourced activity 

• Regulators may lose ability to effectively supervise & influence 

• Regulators aren’t able to assess the suitability of a provider 
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Regulatory landscape 

• Banks, Building Societies and Investment Firms 

• What was the FSA, unified the standards (required under the 

CRD IV Directive and MiFID) to apply to “Common Platform 

Firms”. In the context of outsourcing, these standards are in 

SYSC 8 of the FCA Handbook and the Outsourcing Chapter in the 

PRA Rule Book 

• Insurers 

• PRA Rulebook – The Outsourcing Chapter in the Conditions 

Governing Business; and  

• FCA Handbook – SYSC 13 and 14 
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The risks  
Regulatory impacts 

• Enforcement by FCA, PRA and other bodies such as ICO 

• Aviva - £8.2 million fine for failing in their oversight of the 
outsourced function breaching a number of their obligations 
regardless on no client money being lost (October 2016) 

• Raphaels Bank - £1.3 million fine for failing to manage its 
outsourcing, which involved no written agreement and the 
incorrect transfer of funds (Nov 2015) 

• Stonebridge International Insurance - £8.4 million fine for 
failings regarding its outsourced telephone sales of accident 
insurance products (Aug 2014) 
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The risks  
Commercial impacts 

• Adverse publicity and reputational risks 

• Drop in share price and market value 

• Significant costs to rectify 

• May not be able to exit outsourcing agreement 

• Ability to get new and retain existing customers 

• Attractiveness to potential suppliers 
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Why SYSC 8 is so important? 

• SYSC 8 is specifically stated not to apply to insurers and 

certain alternative investment funds, which have their 

own requirements 

• However, all firms not expressly excluded from SYSC 8 

are required to take account of these rules as guidelines 

• Additionally, even when not involved in material 

outsourcing, SYSC 8 should be considered depending on 

individual risks 

• Generally speaking a good outsourcing agreement 

should be SYSC 8 compliant  
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What does “good” look like? 
(SYSC 8.1.8R) 
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SYSC 8.1.8R(1)  
Ability, capacity and authorisation 

• Requirement – Outsource Service Provider (OSP) must have the 

ability, capacity and authorisation required by law to perform the 

outsourced activities reliably and professionally 

• Where in an agreement? - Def. "Good Industry Standards" and 

"Applicable Laws". Necessary licences, permits, authority and 

regulatory authorisations 

• Challenges - OSPs narrowing definitions of "Applicable Laws" and 

"Good Industry Standards". Often place any regulatory 

authorisations on the responsibility of the Financial Service Provider 

(FSP) 
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SYSC 8.1.8R(2) 
Effective performance and measuring 

• Requirement - OSP must carry out the services effectively and 

FSP must establish methods for assessing performance 

• Where in an agreement? - Obligation on OSP to perform in 

accordance with...FSP policies, terms of the agreement, good 

industry standards, applicable laws etc. FSP must also have process 

in place to monitor e.g. audit and Ml. However, this part is more of 

an internal FSP obligation 

• Challenges - OSP may object to compliance with FSP policies and 

likely to include many qualifications e g, reliance on FSP's 

compliance with its obligations. Ml should be achieved, but will 

struggle with audit 
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SYSC 8.1.8R(3)  
Supervision to manage risk 

• Requirement - OSP must properly supervise the services and 

adequately manage risks 

• Where in an agreement? – Like the previous slide, some of this 

will involve internal FSP processes. OSP personnel, right to remove, 

audit, MI 

• Challenges - OSP likely object to FSP's right to remove personnel 

and broad audit rights 
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SYSC 8.1.8R(4)  
Adequate remedies for breach 

• Requirement - Appropriate action must be taken if it appears OSP 

is not effectively carrying out the functions and complying with laws 

• Where in an agreement? - Service level's/credits, LDs, step-in, 

sourcing from third party, termination and governance 

• Challenges - Termination, LDs and credit may result in revenue 

recognition push-backs. Step-in rights may not always be 

appropriate and difficult to manage in practice. Often OSPs push for 

limited remedies to be the sole and exclusive remedy 
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SYSC 8.1.8R(5)  
Retain expertise to supervise 

• Requirement - FSP should retain regulatory responsibilities and 

skills to effectively manage outsourcing 

• Where in an agreement? - No specific term needed, but FSP 

should maintain oversight via audit rights, specify MI required and 

be notified of certain events 

• Challenges – The challenges are the ones highlighted previously. 

The key point of this is to ensure FSPs remain on the hook for any 

outsourced service and mustn’t simply cut internal overheads by 

outsourcing their expertise 
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SYSC 8.1.8R(6)  
Requirements to notify 

• Requirement - OSP must disclose anything that may have a 

material impact on ability to perform function effectively 

• Where in an agreement? - Notification requirements 

• Challenges - Rarely contained in a single clause. Instead, trigger 

events requiring notification are usually found throughout the  

agreement e.g. if there has been a material breach or change of 

control. For some cloud providers, they provide a dashboard and 

place obligation on FSP to monitor service levels etc. 
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SYSC 8.1.8R(7)  
Termination without harming clients 

• Requirement - FSP must be able to terminate the arrangement 

without detriment to continuity and quality of the service to its 

clients 

• Where in an agreement? - Consequences of termination, co-

operation and exit plans 

• Challenges - Clauses usually stipulate that an exit plan will be 

agreed after signature. Important to lock these into the contract on 

signature rather than after. Consider making this exit plan a 

milestone linked to payment. The importance for compliance with 

this requirement is continuity of service, so consider co-operation 

requirements with new service providers. Consider detailed 

processes for return of data and knowledge transfer. Many OSPs will 

require this to be at cost 
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SYSC 8.1.8R(8)  
Co-operation with regulator 

• Requirement - OSP must co-operate with the appropriate 

regulator and competent authority 

• Where in an agreement? - Regulatory requirements, audit and 

cooperation 

• Challenges - Often accepted by the larger OSPs, however, when 

contracting with cloud suppliers, it is often on their standard terms. 

The real issue with these clauses is the extent to which they will co-

operate with regulator e.g. relating to audits or whether the 

obligations go further. OSP may try to push internal costs to FSP 
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SYSC 8.1.8R(9)  
Audit rights for firm, auditors and regulators 

• Requirement - Must have effective access to data and premises of 

OSP and rights must extend to regulators 

• Where in an agreement? - Audit rights and retention of records 

• Challenges - Often difficult to secure full audit rights, especially in 

cloud arrangements. Must ensure regulator has access and consider 

alternative methods of monitoring effective performance e.g. access 

to an independent audit report, access to SOC I and II reports.  
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SYSC 8.1.8R(10)  
Protecting confidentiality 

• Requirement - The OSP must protect confidential information 

relating to FSP and its clients 

• Where in an agreement? - Confidentiality and security 

requirements 

• Challenges - Rarely challenged but there is often a requirement 

for the provisions to be mutual. May have difficulty securing 

uncapped indemnities for breach. May have more luck if uncapped 

position is mutual. Also beware of exclusions of liability for loss, 

damage or corruption of data 
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SYSC 8.1.8R(11)  
Contingency and disaster recovery plans 

• Requirement - FSP and OSP must have contingency plans in place 

and periodically test these back-up facilities 

• Where in an agreement? - Disaster recovery plans and schedule 

setting out requirements - note force majeure should take this into 

account 

• Challenges - Like exit plans, often references are included but may 

be agreements to agree rather than a detailed plan and position. 

Important to lock these into the contract on signature rather than 

after. Consider making this plan a milestone linked to payment. 

Cloud suppliers often stipulate their standard processes so it may 

be that FSP has to run a comparison against their own 

requirements to get comfortable with the OSP's 
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Future challenges 

• Increase in outsourcing 

• Cost savings/efficiency drivers  

• Increasing use of cloud suppliers – Note: FCA FG16/5: 
Guidance for firms outsourcing to the ‘cloud’ and other 
third party IT services (July 2016) 

• Ring fence – outsourcing to companies previously within 
your group 

• New providers – FinTech and Open Banking 
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Questions? 
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